HREF &

ETHBEBEPNEFHEMEBRRTE"

FEFREA OHWLEFE]
(1. EFTRBEFRE EK 4000352 TR THELELATEEZRE FIX 400035)

HOE AW o A I AR Y RS 2 R R AT 2 4 L B I ARl R b R SRR B
SCE U AV AL A R DR IE B (1922 4 AR BB I & 0 ORI 55 o Bl X 2 A7 Al R T T P BN 2 A A A oK
M2 &, b Amazon S3(simple storage service) K {7l 53 BT 24 Bl 2 77 i 15 20 0 245 $008 22 4 A7 78 0 38 3 [R) 0 31
T T 2 i e A B 0 B A T &R 53 B B AT IR 55 (separated key S3)fETR T 28, BETT T 1 1 %25 40 45
T, AR 1 5231 22 i e A BRI 1422 4 i W% 0T 0 B 2 A PR AT T AT

KGR o APl o B SR B e A B

doi: 10.3969/j.issn.1000-0801.2013.01.008

A Project Designed by Cloud Storage Encryption
Based on Separated Key

Wang Zhizhong',Zhou Cheng®, Mou Yufei'

(1. Chongqing Communication Institute, Chongqing 400035, China;
2. Chongging Key Laboratory of Information Security, Chongging 400035, China)

Abstract: The problems existing in the original cloud storage model has plagued the industry for many years, to
realize the true sense of the data privatization in the static data encrypted storage process is able to ensure data
security and protect data owners’ interests. Cloud storage applications for the current secure storage of user data is
able to improve data security. Taking Amazon S3 as an example, the general problem in static data security was
analyzed. A new set of cloud static data encryption and storage solution, separated key S3, was designed, and a new

key management method was also designed. The new technology absolutely accomplished the security of static data

in the cloud. Additionally the data security analysis and prospect on next research was given.
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